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BBELEHUE

[aHHble npucyTCTBYIOT GYKBaNbHO BE3AE; KaXablil AeHb CO3AaeTcs Gonee 2,5 KBUHTMMNNMOHA 6aiiT |

HOBOI MHopmaLu. CpeacTBa 3alLuThl JaHHbIX BbICTPO Pa3BMBAKITCH, HO XaKePbl TOXE He CTOAT " IBM. R6CATE OCHOBHAIX MDKETUHIOBRIX.
Ha MecTe 1 pa3pabaTbiBaloT HOBbIE METOAbI aTak. bbICTPOe yBENuUYeHUe CETH MOAKMIOYEHHBIX foenioe

YCTPOVICTB U YCTPOIACTB MHTepHeTa Belwei (I0T) B coveTaHnm ¢ 60nbLUMMM AaHHBIMW MPUBENO

K B3pbIBHOMY poCTy 06beMa AaHHbIX, 13-3a KOTOPOrO AaHHble NOCTENEHHO CTAaHOBATCS HOBOM BaOTOMN.
[lononHuTenbHyto MHopmaumio o Y Soft

SafeQ u GDPR cwm. B cTaTbe PykoBoACTBO

XOTS OCHOBHOW TEMOW HOBOCTHbIX CHOXETOB SBMSAOTCA YTEYUKM JaHHbIX, ANS 3aLLUTbl YaCTHOM 110 oBecrieverutio TpeGosaHwit GDPR ana
MHEOPMALMK HYXKHO Takke YAeNUTb BHUMaHWe MHGpacTpyKType pabounx NpoLeccoB OpraHu13aLm. YSoft SafeQ 6

B EC obsi3aTenbHbIM Ans cobmniogeHns npy MCnosib30BaHnM 1 3aLLMTe NUYHBIX AaHHBLIX CTAHOBMTCS!
O6Lwmin pernameHT no 3awuTe aaxHbIx (GDPR). 3a ero HecobntoLeHne NpeaycMOTpeHbl OrpOMHbIe
WTpabl — B HEKOTOPbIX cnyyasx Ao 20 MiH espo uiv Ao 4 % rnobansHoro obopoTa opraHu3aLmuy
(B 3@BMCUMOCTY OT TOTO, Kakast U3 3TUX CyMM BosbLUe). OTU 3aKOHbI TakKe MPUMEHAKTCS K yTEUKam
[aHHbIX B MHGpacTpyKkType paboynx NpoLeccoB opraHm3aLym.

B 3Tom gokymeHTe ByayT paccMOTPEHbI OCHOBHbIE BOMPOCHI 6E30MaCHOCTY A4S 3aLMTbl JaHHbIX

B paboumx npoLieccax neyati, KONMPOBaHWUS W CKaHMpOBaHWs. B Hem Takke OyaeT nogpobHo
paccMoTpeHo nporpammHoe obecnevenue YSoft SafeQ 6, cneynanbHo npegHasHaveHHoe Ans
peanu3auum mep 6e30MacHOCTM M yNyyLLeHs 3alnTbl JaHHbIX B COCTABE KOMMIEKCHOTO M 6e3onacHoro
PELUEHUS Ast KOPNOPATUBHBIX PaboyMX MPOLECCOB.

PELLEHUA ANA KOPMOPATUB-
HbIX PABOYUX NPOLIECCOB

BE3OMNACHOCTb KOPIMOPATUBHbIX PABOYUX
NMPOLIECCOB: OCHOBHYIO POJlb UTPAIOT Moy

Mo maHHbIM Quocirca, B 2013 r. 0gHOKpPaTHbIE UM MHOrOKpaTHble HapyLleHUst 6e30MmacHoCTy 2 Ponemon Institute, "ExeroaHoe

BO BPeMs neyaTyt npomcxoamunn npubnuantensHo B 63 % opraHusaumii. HecmoTpst Ha aTo, No AaHHbIM MEXyHaPOLHOE MCCTINI0BAHIE
nccneposaHus Ponemon Institute B 2015 1. 2, 56 % opraHusaLyin uckmoumnu npuntepsl u MOY 13 ceomx noxasateneii 6esonacHocTy 8 cchepe UT",
cTpatervi 6esonacHocTy, caenas ux crabbimM 38eHOM UHGpacTpykTypbl UT. MOY noBbicunmn yoobeTeo mapt 2015 .

11 IPOU3BOAUTENBHOCTb PaboThl ANt OTPOMHOTO YNCTIA OPraHU3aLuii 1 CTanu HEOTLEMNEMON YacTbio
ochucHoro obopyaosaHus. OgHako nouty Bce MOY nogkntoyeHbl k cetn no npotokony IP, a ¢ ynobcTeom
NOAKIIOYEHMS 1 4OCTYNa TakKe BO3PacTaeT NoTeHLMarnbHbIA puck ans 6esonacHoctn. MOY ¢ yoobHbIM
NOAKIIOYEHNEM 1 AOCTYNOM MOXET NPeACTaBNsATb PUCKK Anst ©e30MacHOCTN 13-3a NOALEPKKM
MPOTOKOSIOB aBTOMATUYECKOrO 0bHapyxeHus, Takux kak WS-Discovery u UPnP. Mpu ncnonb3osaxum
3TuX npoTokornos MY moxeT 6biTb Nerko 0BHapyXeHo Kak OTKpbITast TO4Ka BXoga B CeTb. Ecrm

He 1Cnonb3oBaTh NOAXoAALLYio 3awuTy, MOY mMoxeT cTaTh UCTOMHUKOM HEABTOPU3OBAHHOTO AOCTYNA

K CETU C PUCKOM KaK [/ KOPNOpaTVBHbIX, TaK 1 ANs NepCoHanbHbIX faHHbIX. CO3AaHNe 3aLLMLLEHHOV
WHEPACTPYKTYpPbI KOPMOPaTUBHBLIX PaboymMX NPOLECCOB — BAXHENLLIWIA Lar ANs YCTPaHEHNS!
YS13BUMOCTH.
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PELWLEHUA ON1A KOPMOPATUBHbLIX PABOYUX
NMPOLIECCOB U M®Y: TECHAA CBA3b

Tak kak peLueHus ans kopnopaTueHbIX pabounx npoweccos, Bkitovas YSoft SafeQ, 06bI4HO BCTPOEHBI
B MOY 1 B3auMopenCTBYIOT CO CTOPOHHUMU CUCTEMAaMK, HEOOXOAMMO OLieHMBaThL Be30MacHOCTb BCel

cucTembl. MoaToMy BaxHO 0BECNeYnTb TECHOE B3aUMOAENCTBIE MEXAY NOCTaBLLMKOM KOPMOpaTUBHOIO

peLLeHus, noctasLumkom yenyrn MOY u UT-otgenom opranHmsaLmy.

CyLLECTBYeT LLIECTb OCHOBHbIX TOYEK B3aMOAENCTBIS MeXAY MHAPACTPYKTYPOiA KOPMOPATUBHbIX pabounx

npoueccos 1 MOY, ans koTopbix TpebyeTtcs 3awumTa. [laBarite noapobHO pacCMOTPUM KaXKayo U3 HUX.

1. JOCTYN K YCTPOUCTBAM U CETH

HecaHKLMOHMPOBaHHbIN UK OTKPbITBIA JOCTYN K M®Y co3gaeT noTeHUmManbHy BO3MOXHOCTb
HapyLLeHns 6e30MacHOCTY B OpraHuaaLym. Vicnonb3oBaHre Mogyns npoBepku nognuHHocTy Y Soft
SafeQ no3BonsieT UCKNKYMTL PUCK HECAHKLMOHMPOBAHHOIO JOCTYNA, TaK Kak Anst MCNOoNb30BaH!s
MO®Y cotpyaHuky noTpebyeTcs NpoinTH NPOBEPKY NOANMHHOCTU. Bo3MOXHa npoBepka NOAMAMHHOCTY
C NOMOLLBIO MAeHTUMKaLMOHHOW kapTbl, MAH-koaa, noruHa 1 napons unm coveTaHns pasnnyHbIX
METOA0B MAEHTUMMKALN MO KaTanory opraHu3aLm, pacnonoxeHHomy BHe cuctembl YSoft SafeQ.

C Takoi NpoBepKoM NOLMMHHOCTI HaneyaTaHHble JOKYMEHTbI He OyayT ocTaBaThbCsl B NOTKE MPUHTEPA,
TaK Kak 4ns oTnpaBku 3afaHust Ha neyaTb NoNnb30BaTenb JOMKEH NPOITI NPOBEPKY NOAMUHHOCTY

Ha MOY. BaxHO 0TMETUTb, YTO NPU UCMONB30BaHUM NPOBEPKY NOLIMHHOCTH C NIOTVHOM W Naponem
BO3MOXEH OfIMH U3 IBYX BApUaAHTOB: UMW Maponu WNGpPYTCS Nepes OTNpaBKoM Ha cepaep Ans
MPOBEPKY (1 XpaHATCS TONbKO MOAU(NLMPOBAHHBIE X3LUKM NapOnei), unu NpoBepKa NOASINHHOCTH
BbINOMHsieTCcA Ha cepaepe Active Directory. MHdopmaLms o naponsx He xpaHutcs Ha MOY, v yyeTHble
AaHHble fomeHa Active Directory He xpaHsTcs Ha MOY u B YSoft SafeQ.

[ns ymeHbLUEHMS pucka 1S CBOMX CETel Npu ucnonb3oBaHun MAOY agMUHUCTpaTOpbI Takke MOryT
OTCrEXMBATb M aHaNN3MpoBaTh BXOAALMA TpaduK. 3aAaHns Ha neyvaTb JOMKHbI nocTynats B MY
Tonbko 13 YSoft SafeQ; Becb ocTanbHOM Tpaghmk MOXHO 3a6MOKMPOBATh, YTO OFPAHUYMT BO3MOXKHOCTH
atak MOY u3 gpyrux ceteit.

2. GE3OMACHAS OTNPABKA 3ALAHUI HA NMEYATb

Bo3moxHOCTb 0TNpaBuUTh 3aAaHne Ha neyaTb U pacneyartatb JOKYMEHT ¢ ntoboro MOY B Bawen opra-
HW3aLMM — B Npegenax 0gHOro 3AaHNS UK Mo BCEMY MUPY — NOBbILAET 3P EKTUBHOCTL B3aNMO-
AECTBIA N NPOM3BOANTENBHOCTL. JTO Takke yBenuumBaeT 06beM AaHHbIX, NepeaaBaeMbiX N0 CETH.

HOSTOMy 0YeHb BaXHO, 4TOObI peleHne ansa KopnopaTtuBHbIX pa6qu|x npoLeccoB He TONbKO nNomorarno

BaLLMM COTPYOHMKaM Nyylle BbINOMHATL CBOKO paboTy, HO 1 obecneunBano 3awmTy AaHHbIX. besonac-
Has OTMpaBKa 3afaHNi Ha NeyaTb Takke NO3BONSET CHUWUTL BEPOSTHOCTb TOTO, YTO KOH(UAEHLMATb-
Hble JOKYMEHTbI OCTaHYTCA B NOTKE NpuHTEpa. PYHKLMS Be3onacHom OTnpaBkM 3aAaHnin Ha nevatb

B YSoft SafeQ nog Hassannem Print Roaming® nossonsieT nonb30BaTento pacneyaratb AOKyMEHT

¢ noboro nogxogsiiero M®Y unu ceteBoro npuHTepa B Mtobom MecTe MHGPACTPYKTYPbI, HO TOMBKO

B TOM Cryyae, ecnu Ha M®Y npoluen npoBepky NOAAMHHOCTY MOMHOMOYHBIN NOMyYaTenb JOKYMEHTa.

®yHkumst Print Roaming B YSoft SafeQ moxeT 6bITb MCMoNb30BaHa B OLHOM W3 [BYX BApUAHTOB Ui
B 060X BapnaHTax OHOBPEMEHHO (B 3aBUCUMOCTM OT TUMa MHAPACTPYKTYPbI OpraHn3aLum).

JlokanbHoe pacnonoxenue. Koraa 3agaHus Ha neyatb HanpasnstoTes B YSoft SafeQ Ha nokanbHom

cepBepe, JaHHble 3aaaHuii nevaTn nepeaatoTcs ¢ paboyeii cTaHLum norb3osaTens Hanpsimyto B YSoft

SafeQ yepes 3aLluLLeHHOE CoeaMHEHMe.

YpaaneHHoe pacrionoxeHue. Korga 3agaHue Ha nevatb OTNPABNSETCs ¢ paboyeit CTaHLMm Nonb3oBaTens

B YSoft SafeQ Ha nokanbHOM cepBepe, HO pacneyaTka AOKYMEHTa OCYLLECTBNSAETCS

Mo6unbHoe npunoxerue YSoft SafeQ
(Mobile Terminal) — elLie oanH cnocob
NPOWTI NPOBEPKY NOAMMHHOCTU Ha MOY.
[ins naeHTdmKaLmm ceTeBoro NpuHTepa
nonb30BaTeNb MOXET NPOCKaHUPOBATb €10
QR-kog, cuutats NFC-MeTKY unn mMasiHok.
B MO61nbHOM Npunoxennn ucnonsayetcs
0f1HOpa30Bas CChifka AN akT1BaLm,
KoTopas OTNpaBNSETCS NOMb30BATENIO

M0 3MEKTPOHHOI MOYTE MPU NEPBOM
noakntoueHun k YSoft SafeQ.

lMocne ycneLuHo akTuBaLum Ans 3Toro
nonb30BaTeNs Co3aaeTcst TOKeH MOBUIbHOTO
TEPMUHANA, KOTOpbIiA BMOCIEACTBIM
1CNOMNb3YETCs NSl NPOBEPKM MOAIMHHOCTY
3TOr0 norb3oBaTerns. ATo NO3BONSET
3aLUNTUTL YYETHbIE JaHHbIe JOMeHa

OT 3MOYMbILUMEHHWKA, KOTOPbI 3aMeHsIeT
QR-kog, NFC-meTKy unm Masyok, Tak kak aTn
[AaHHble He TpebyeTcs ykaablBaTb

B NpunoxeHnn. OBMeH AaHHbIMM MeXay
MOBMMbHBIM TEpMUHANOM 1 cepBepom YSoft
SafeQ Beaetcs Yepes alngpoBaHHoe
COeAMHEHME.
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Ha MOY B yaaneHHOM pacronoxeHiu, 06MeH JaHHbIMU MOXET MPOXOAUTL Yepe3 CepBeP B yAaneHHOM
pacronoxeHun. B aToM criyyae AaHHble 3afiaHuit Ha neyaTb NepefalTCs MeXy NoKanbHbIM
1 yoaneHHbIM cepBepaMm Yepes 3allMLLEHHOe COeaMHeHe.

3. BE3OMNACHASA NEYATb C MOBUNbHbLIX YCTPOUCTB

CoTpyaHuKK CTaHOBSTCS BCe Bonee MOBUMbHLIMK, @ UCMONb3YeMble UMM MHCTPYMEHTBI U YCTPOIACTBA
ObICTPO MEHAOTCS M He BCerga ocTtarTcs 6e3onacHbiMU. Bo3MOXHOCTb neyaTh ¢ noboro ycTponcTaa
11 BO3MOXHOCTb NpUHECTH Ha paboTy cobeTBeHHOE yeTpoiicTBo (BYOD) matoT rubkocTb, HO Takoke
€037akT 1 puck. CerofHst COTPYLHMKA MOTYT NETKO MOAKMKUMUTL NNYHbIE CMAPTAIOHDI, NMaHLLETbI

1 HOYTOYKM K CETM neyaTn. XoTs 310 yao6HO 1 ahheKTUBHO AN1s paboThl OpraHM3aLuii, 3TO Takke
NMPUBOAMT K NOSIBNIEHMIO HOBbIX MOTEHLMANbHBIX TOYEK pUCKa.

BesonacHein Moaynb neyatv ¢ MoBunbHbIX yeTponcTB B YSoft SafeQ nossonset cotpygHukam v roctsam
OpraHu3aLmmn 6e30MacHo 1 YBEPEHHO pacneyaTbiBaTb AOKYMEHTbI C MH0BbIX MOGUIBHBIX YCTPOCTB. OTO
MO3BONSIET NOMY4MTh MMBKOCTL KoHLENLMM BYOD 6e3 He06X0AMMOCTI peaniaoBbiBaTh CIIOKHYIO CXeMy
nopaepxkv u UT-uHdopacTpykTypy. Mogynb neyatit ¢ MOBUIbHbIX YCTPOICTB B COYETaHUM C MOLYNEM Mpo-
BEPKM NOAMMHHOCTY MO3BONISIET OpraHM3aLusiM 06eCneumnTb NOMHYH NOLLEPKY MOOUNbHBLIX COTPYAHMKOB
11 COXPaHWTb 3aLLUTy OKYMEHTOB, Be30nacHbIit JOCTYN K AOKYMEHTaM, a Takke COKOHOMUTL CPEACTBa.

Mogynb neyatin ¢ MOBMIbHBIX YCTPOCTB NOAAEPKMBAET [Ba BapuaHTa OTNPaBKK JaHHbIX nevaty

Ha cepaep YSoft SafeQ. MNonb3oBaTtens MOXET BONTY B BEG-MHTEpENC, NPOIATW NPOBEPKY NOASIMHHOCTH
11 OTNPaBMTb JOKYMEHT Ha neYaThb Ui BOCTOMb30BaTLCS UHTErpaLyen C SNEeKTPOHHON NOYTOMN.

B nocnepaHem criyyae BRoXeHne aNeKTPOHHOro NUcbMa nepesaeTcs C NoYTOBOro CepBepa no NpoToKOoIy
POP3 nnu IMAP. [ins oboux BapuaHToB noaaepxusaeTcs Wwidposanme SSLITLS.

[ns oTnpaBku AaHHbIX B 3afaHnsx Ha cepep Y Soft SafeQ Takke MOXHO MCMOMb30BATH KOMMOHEHT
Y Soft Mobile Integration Gateway, koTopblit T03BONSET OTNPABNATL 3aaHus ¢ YCTPOACTB ¢ i0S
v Android no npotokony IPPSSL.

4. OTYETbI OB UCNONb30BAHUN U OTCNEXUBAHUE

B nto6oi opraHu3aLum COTPYAHNKM HEM3BEXHO MMEKT JOCTYN K KOHDUAEHUMANBHOM MHGOPMALWK.
Yrobbl n3bexaTb NOTEHLMANbHbIX PUCKOB ANnst 6E30MacHOCTH, OpraHu3aunsm Heobxoauma BO3MOXKHOCTb
ONpEeLensThb 1 OTCNEXWBATb, Kakie COTPYAHMKM Nonb3yloTcst MOY, kakne [OKYMEHTbI KONMPYHOTCA,
CKaHWPYKOTCS 1 pacneyvaTbiBaloTCs, r4e U koraa obpabatsiBakTcs aTu JokyMeHTbl. Coop 3Toi
MH(OPMALMKM U3 MeTaZiaHHbIX B OTYET NO3BOMNUT BbISIBUTH BO3MOXHOE 1CNonb3oBaHue MOY

He Mo Ha3Ha4YeHuo, HanpuMmep Ana neyvyaTt Unu CKaHNpPoBaHUA KOH(*)I/ILleHLWIaJ'IbeIX AOKYMEHTOB,
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KOTOpble He BXOAAT B KOMMETEHUMo coTpyaHuka. Mogynb otyetoB YSoft SafeQ nossonset
aMMHWCTpATOPaM NONyYUTb OTYETHI O AOCTYME K TEPMUHAMNAM, KOTOPbIE MHCOPMUPYHOT X

0 [IENCTBHSIX, BbINONHsIEMbIX Ha MY, 1 nomoraioT agMuH1cTpaTopam obecneynts GesonacHocTb cpefp!
11 cobntoaeHne BHYTPEHHIUX NOMUTHK UCMONb30BaHMUS.

5. BE3OIMACHOCTb XECTKUX OUCKOB MY

B opraHusaumsx 4omkHbI AeNCTBOBATb NOMAMTUKM ANs NOCTaBLMKOB ycryr MOY no 3awimre XecTkux
anckoB MOY B xofe exenHeBHon paboTbl 1 obcnyxuBaHus MOY, a Takke npu BbiBoge MOY

13 akcnnyaTauwu. Mpu ncnonbaoBanum pewwenus YSoft SafeQ gaHHble 0 nevaT 1 KoNMpoBaHUM

He XpaHaTCs Ha xecTkom aucke MOY. lNpu TpaguLMOHHOM CKaHUPOBAHMM Ha AMEKTPOHHYH MOYTY UMK
MpwW UCNONb30BaHMM pabounx NPOLLECCOB CKAaHMPOBAHWUS Ha KECTKOM AMCKE MOrYT BPEMEHHO XPaHUTLCS
AaHHble, Heobxoaumble 415 CO3AaHNS UMGPOBBIX CKaH-KOMWA, HO 3TV AaHHbIE YAANSTCA cpasy xe
rnocrne 3aBepLueHust paboyero npotecca.

6. LLIWOGPOBAHUE OAHHbIX

Tlioboe ycTpoicTBO, KOTOPOE OTNPABMSET UMW NONyYaeT AaHHbIE, CO3AAET NOTEHLMAMNBHYIO Yrpo3y Ans
BesonacHocTh. YT0Bbl NPOTUBOCTOSATHL 3TOM Yrpo3e, faHHble He0BX0AMMO 3aLMdpPOBaTL M NOANUCaTb
LMcpOBOM NOLANMCHIO, @ YHaCTHWUKM 0BMEHa AaHHbIMK JOSMKHbI NPOUTH NPOBEPKY NOANMHHOCTH. 3TO
Mo3BONSET 3aLMTUTL KOHUAEHLMANBHOCTb NepeaaBaemMoi MHopMaLm 1 06ecnednTs BbICOKYIO
HaOEXHOCTb B3aMMOAENCTBNS. KnneHTbl, Y KOTOPbIX pa3BepHyTa UHPPaCTPYKTypa OTKPbITLIX KIHOYen
(PKI), moryT ncnonb3oBath ee ¢ pewernem YSoft SafeQ gns B3aumHol npoBepki nognnHHocT MOY un
cepsepos SafeQ.

B cregytowem pasgene npuBeaeHbl AONONHUTENbHbIE CBEAEHUS O BHYTPEHHUX npoLeccax YSoft SafeQ
1 0 B3aumogencTaum mexay YSoft SafeQ u gpyrumn cuctemamm.

PELLIEHWE YSOFT SAFEQ: _
BE3OMACHO NO CBOEU APXUTEKTYPE

Kak 6bIro ykasaHo BblLLE, Ceiivac MOeT B3pbIBHON POCT 06beMa AaHHbIX 1 MOCTOSIHHOE YCHOXHEHNE
€noco60B HECAHKLMOHNPOBAHHOO JOCTYNa. 3aluuTa AaHHbIX Ha YCTPOICTBaX Balleil ceTu Bce Gonee

1 Bonee YCNOXHSIETCS, HO OHA XM3HEHHO HEOOXOAMMA NSt OpraHU3aLmii, KOTOPbIM HyXXHbI paboune
MPOLLECChI 1 HOBble BO3MOXHOCTY [NS MOBLILLEHWSI NPOM3BOAMTENBHOCTI. Mexay ycTporncTBamu,
cepepamu, cuctemamn 1 MOY nget nocTosHHbIN 0OMeH AaHHBIMM MO kaHanam cesan, n YSoft SafeQ
obecrneunBaeT 3alnTy fJaHHbIX, NepeAaBaeMblX N0 3TUM kaHarnam. [N1s 3aLuTbl KaHanoB UCMONb3yTCs
OTKPbITbIE CTAHAAPTM3MPOBAHHbIE (HE MPONpPUeTapHbIE) peani3ali NPOTOKONOB LWM(POBaHHS,

€CIV OHUM [OCTYMHbI. [laxe ecnu Takue peanu3auyun HeLOCTYMHbI, UCMONb3YIOTCS OTKPbITHIE
CTaH4apTU3VNPOBaHHbIE peanu3aLum NpoToKonos He3onacHoCTy.
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B YSoft SafeQ ecTb BoceMb OCHOBHbIX KaHaNoB 0OMeHa AaHHbIMMU:

PUCYHOK 1.
0 —o—29 Pucyrok 1.
<-°.> O O O Kananb! obmera ganHbivn YSoft SafeQ
Touka MHTErpaunn D D D
C ynpasneHiem Basa faHHbIX y0CTOBEPEHHiE
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CeTeBoil NpUHTEp
wnn MOY

CepBep AaHHbIX

MouToBbii SMTP-cepeep
(BHYTPEHHUIA, fOCTaBKa
CKaH-KOnWiA)

o,))

MoBustbHbiit KveHT

KnueHTckue cnyx6bl

1. MevaTb — nepeaava AaHHbIx 13 YSoft SafeQ B cneaytowwmx cnyyasx.
a. OtnpaBka 3aaHus Ha neyatb ¢ paboyelt CTaHLWM KnneHTa.
b. OtnpaBka 3agaHusi U3 MOBUILHOTO KNMeHTa.

2. lMposepka nognuHHocT MOY — nepepava gaHHbIX ¢ TepMuUHana unu cunteisatens MOY B YSoft
SafeQ Ans npoBepkn y4eTHbIX AAHHbIX TOrMHA MOMb30BATENS.

3. Mepepava aaHHbIx 13 YSoft SafeQ Ha ceteBoe MOY.
a. PaspelleHie 6e3onacHoil neyaTin 3aaaHms.
b. MpoBepka NOANMHHOCTI, aBTOPU3ALMS U LENCTBUS C YYETHBIMU 3aNUCSMM.

4. Vnterpauus ¢ 6a3oi AaHHbIX yNpaBneHnst yoCTOBEPEeHUAMI NGO NOCTaBLUMKOM YAOCTOBEPEHMIA
WM NPOBEPKY NOANNHHOCTY.

5. Mogkntoyenne YSoft SafeQ k noutoBomy cepeepy SMTP unm k 0BLen ceTeBon nanke 4ns
pa3melLLeHms LnthpoBbIX CKaH-KOMWiA.

6. MHTeraLI,VIﬂ CO CTOPOHHUMU NPUNOXEHNAMU U CUCTEMAMU, HAanNpUMep C NPUNOXEHNAMU Ui
cucrteMamn ona oTnpaBkn LlVI(prBbIX cKaH-Kkonuii B 06nayHbIii penoszopMVl OO0KYMEHTOB.

7. MexcepBepHbIii 00MeH JaHHbIMU. B 3aBUCMMOCTY OT TpeboBaHWin opraHmn3aLmm K M3BbITOYHOCTY
11 0TPabOTKe 0TKA30B B HECKOMbKWX YAaneHHbIX pacronoXeHUsX MOXKET UCMOMb30BaTLCS HECKOMbBKO
YPOBHeN cnyx6 caiToB UMM HECKOMBKO ypoBHe Management Server. O6MeH gaHHbIMK Mexay
YPOBHAIMU B pa3nnyHbIX PacronoxeHUsx HeobXxoaum Ans paspeLleruns 3afaHuii nevatn unu ans
nepeaayn MeTaflaHHbIX 3afaHuii NevaTn C LEnbo CO3aaHust OTYETOB.

8. [Joctyn agmuHncTpatopa k uHTepdency ynpaenexus YSoft SafeQ.
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3ALLUTA JAHHBIX HA BCEX 9TAMAX

[aHHble 0 nevatw, KOMMpoBaHUN NN CKaHMPOBAHNN MOTYT HAXOAMUTbCA B OOHOM U3 TPEX COCTOSIHUNA:
ncnonb3oBaHue, nepenaya n XxpaHeHue.

* Wcnonb3yemble AaHHbIe — aKTUBHbIE AaHHbIE, KOTOPble 06pabaThiBaOTCS NPUNOXEHNEM W Xpa-
HSITCS TOMbKO B ONEpaTUBHOM NamsTy. Mpumep NCnosnb3yeMblX AaHHbIX — AOKYMEHT, OTMpPaBNEHHbIi
Ha nevaTb 1 obpabaTbiBaeMblit MOY.

* lMepenaBaeMble AaHHbIEe — [aHHbIE, NEPefaBaeMbIe UMK NepeMeLaeMble BHE CepBepa 13 O4HOro
pacrnonoxeHust B apyroe. K npumepam nepefaBaeMbix [aHHbIX OTHOCSTCS COOOLLEHMS ANEKTPOHHOM
MOYTbI B MOMEHT Mepeaayy U3 aBTOMaTU3MpOBaHHOMO Paboyero NPOLEcca CKaHMPOBAaHIS UM
13 (PYHKLWM CKAHMPOBAHWS Ha SMEKTPOHHYHO MOYTY.

¢ XpaHswmecs AaHHble — HEaKTUBHbIE [JaHHbIE, KOTOPblE XPaHATCS B NOCTOSIHHON NamsiTh. K npumepam
TaKMX AaHHbIX OTHOCATCS MeTafaHHble 3aAaHNs Ha NeyaTb, KOTOPble XpaHATCs B 6a3e AaHHbIX U uC-
NONb3YyKTCA ANna CO3AaHNA OTHETOB. D,pyr0|7| npuMep TakmxX AaHHbIX — MHOTOKNMUEHTCKaa Cpesa, B KOTO-
POt [laHHbIEe PasnYHbIX KIMEHTOB U30NMPOBAHHO XpaHSITCS B paboyeil base faHHbIX, U MoNb3oBaTENH,
Y KOTOPbIX €CTb AOCTYN K AaHHbIM OTYETOB, HE MMEIOT JOCTYNa K paboyeit Base aaHHbIX (M HaobopOT).

MpaBurbHOE MCMONb30BaHKe COBPEMEHHBIX MPOTOKOMOB LUM(POBAHMS UMPAET BaXHYIO POIib B 3aLLmTe
BaLUMX aHHbIX. HyXHO OTMETHTb, YTO Yrpo3bl 6e30MacHOCTM NPOAOIIKAIOT OCTaBaTLCA MOBOLOM Anst Oec-
nokocTBa Anst Bcero UT-coobllectaa. Cneupmanumctsl no GesonacHocTn Y Soft NocTosHHO oTCnexXmBaioT
11 0BHOBIAIOT KpUMTOrpathuyeckme NPOTOKOMbI U aNropuUTMbl, YTOBbI 06ECTIEUNTL COOTBETCTBIUE PELLEHNS
YSoft SafeQ npomblILLneHHbIM cTaHAapTaM 6e30MacHOCTU M NOCTOSIHHO KOMWTb OMbIT B BbISBNIEHWM NOTEH-
LparbHbIX yrpo3 1 peanu3aLym pekoMeHgaumii no co3nannio 6e3onacHoro koga.

Kpowme TOro, cneuuanucTbl BeayT MOGENMPOBAHNE YIPo3 1 aHamnmua CTaTUYeckoro koaa B COOTBETCTBUM

C MEeTOZI0NOMMEN X3HEHHOTO Lnkna pa3paboTku 3alluLieHHbIX MpunoxeHuii (MaitkpocodT). B cooTseT-

CTBUU C 3TON METOAOMOIMEN ONPeaenstTCs Yrpo3bl, CBA3aHHbIE C apXUTEKTYPOM U peanu3aLmen,

1 NPUMEHSIIOTCS NOAXOAALLME OTBETHbIE MEPbI 415 UCKITIOYEHNS pUCKOB. Bnarofaps cneynanvampoBat-

HbIM 3HaHMsM 00 yrpo3ax ygaetcs obecneunTb OpraHn3oBaHHbI Noaxo4 k 6esonacHocTy. MpodunakTi-
Yeckme 3alMTHbIe Mepbl MO3BOMSIOT ONpeaenuTh JaHHbIe, Ha KOTOPbIE PACTPOCTPAHSIETCS Yrpo3a,

W MPUHATb HEOOXOAMMbIE MEpbI B COOTBETCTBUM C YPOBHEM KOH(DUAEHLIMANBHOCTH 3TUX AaHHbIX.

BCTPOEHHOE LWUIM®POBAHUE

LLncppoBaHe B coveTaHUM C MOLLHBIM BpaHLMay3poM BbIXOAWT Ha NEPBbIN NNaH B 3aLnTe AaHHbIX.
3agava W1hpoBaHs — 3alLMTUTB BCe JaHHble, HAXOASLLMECS B KaXA0M 13 TPEX COCTOSHUIA, N0 BCEIl
CUCTEME M BO BCEX KaHanax obMeHa JaHHbIMK. X0Ts WudpoBaHme camo no cebe He NO3BOMSIET UCKIHO-
YnTb HapyLLeHNs 6e30MacHOCTH, OHO CYMTAETCS OTAENbHBIM YPOBHEM 3aLLMTbI. ECnn AaHHble nonagyT
B PYKM 3M0YMbILLSIEHHKA, OH HE CMOXET BOCTMOMNb30BaTLCS UMW, Tak Kak OHU 3aLuncgpoBaHbl. LWndposa-
HWe AaHHbIX UK TEKCTa C NOMOLLbIO anroputMa LIJI/I(*)pOBaHI/IFI rapaHTMpyeT, YTo AOCTYN K 3TUM AaHHbIM
CMOTYT NOMYYNTb TOMBKO T€, Y KOro ecTb KItoY Anis paclumndpoBki. C TOUKM 3peHNs Nonb3oBaTens
WKdpoBaHne 06bIMHO MPOMCXOANT B POHOBOM pexnme Be3 HeobxoaumMocT/ BBOAA KaKMX-NMOO AaHHBIX.
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ECTb ABa OCHOBHbIX TWNa LWMGPOBAHMS: CUMMETPUYHOE N aCMMETPUYHOE. Ha MpaKTIKe OHUM 4acTo
00beANHSIOTCA 1 Ha3bIBAKOTCA MMOPUAHBIM LMGPOBAHNEM. B CMMETPUYHOM LWindpoBaHM ANst Wnd-
POBaHMs U pacLUMPOBKM JaHHbIX UCTOMb3YETCS OAWH M TOT Xe Koy, B acuMmeTpnyHOM WwindposaHunm
MCNONb3YHTCA [1Ba pasHbIX KMKoYa. 3aKpbIThIN KIOY, KOTOPbIA XPaHUTCS B CEKPETE, UCNONb3yeTcs Ans
nognucy v paclundpoBku. OTKPbITBIN KITHOY, KOTOPBIA PacnpoCTpaHseTcs CBOBOAHO, UCMONb3YETCs AN
LINPOBAHINS 1 NPOBEPKI NOANNUCH.

KomnnekTb! LndpoB 1 AnvHa KNoyva BbIGUPaKTCS 1 perynspHO 0BHOBNSIOTCS C Y4ETOM U3BECTHBIX Y53-
BMMOCTEN U aTak. bbICTPbIE M3MEHEHNS B 3TON CAhepe 03HAYAIOT, YTO anropUTMbl UK UX peannsaLmnm
MOTYT yCTapeBaThb, YTO MOXET NPUBECTY K HAPYLLEHWIO 3aLLMTbI AaHHBIX. [ins yyeTa nocneaHux naMeHe-
HWUA HeobX0aNMMO CreaoBaTh PEKOMEHAALMAM psaa KIKYEBbIX OpraHn3aLmi, Takux kak HaumoHanbHbIi
WHCTUTYT cTaHaapToB u TexHonorui (NIST), Mitre 1 Apache Foundation.

Kaxnoe u3 TpeX BbILLEYNOMAHYTbIX COCTOSIHWI AaHHbIX npeacraBngeT OTAENbHYH CIMOXHOCTb C TOYKK
3peHna 6e30nacHoCTH, Tak Kak nobble He3alNLEeHHbIe aHHble, HE3aBUCUMO OT UX COCTOAHNA, MOTYT
cTaTb 00BEKTOM aTaki.

* Mcnonb3yemble AaHHbIE — LWN(POBaHMe He MOAXOANT ANs 3alynThbl UCMONb3YEMbIX JaHHbIX, Tak
KaK 3TV JaHHble JOIKHbI ObITb AOCTYNHBI Ans 06paboTky. OfHaKo CyLLECTBYHOT pekoMeHaLmMM No
3aLLuTe ucnonb3yemblx AaHHbIX. B YSoft SafeQ k HUM oTHOCUTCS OrpaHnyeHne JocTyna nonb3osare-
J'IGVI, XpaHeHue KOHd)MﬂeHumaﬂbeIX AaHHbIX TONbKO B CNy4ae HeOGXOJ:WIMOCTI/I n Takne (*)yHKLU/II/I, KaK
npoBepka NOANMHHOCTM U CO3AaH1e OTYETOB.

* XpaHsilmecs AaHHbIe — 3TU AaHHbIE M3HaYaNbHO 3aLLMLLAIOTCA NyTEM NPaBUIbHON HACTPOIKM
npas AOCTYNa W UCMONb30BaHNA BpaHAMay3poB 1 @aHTUBMPYCHbIX MPOrPaMM, HO UX 3aLUUTY MOXHO
YAYYLWMTb C NOMOLLbIO LIMEIPOBAHIS XECTKOro Ancka. MpeanpuaTMs MOryT UCnonb3oBaTh LNGPOBaH-
Hyto (harnoByto cuctemy Maitkpocodt (EFS) ans windposaHus gaHHbIX nepe Tem, kak oHu byayT
COXPaHeHbl, MW Ans LUMGPOBaHNS CamMoro A1Cka XpaHUnmLLa; LUMGPOBaHKE Ha yPOBHE OnepaLiy-
OHHOM CUCTEMBI NMO3BOMNSET CO3AaTh 3aLUMLLEHHYI0 0BMacTb ANs XpaHEHUs KIToYer LWndpoBaHns.
EFS npospayHo wmdpyeT coxpaHsemble darinbl ¢ NOMOLLbo anroputMa AES (TekyLuuii ctaHgapT
CMMMETPUYHOTO LINPOBAHNS).

* lMepepaBaeMble AaHHble — NepefaBaemble AaHHbIE 3aALUMLLAITCS C MOMOLLbK CTaHAAPTHOMO
npoTokona TLS n MHOXeCTBa HacTpanBaeMbIX KOMMIIEKTOB LMPOB, NOPSAOK KOTOPbIX ONpeaenseT-
Cs1 ypoBHEM 6e30MacHOCTY C Liembio 06eCneYeHUst MakcUMarbHOM 3aLLUThI 11 MOAAEPKKM YCTapeBLUMX
ycTpoiicTB. TLS He Tonbko 06ecneunBaeT KOH(MAEHLUMANBHOCTb M LENBHOCTb AAHHBIX, HO Takke
no3BonseT U3bexatb NOBTOPHOrO BOCMPOK3BEAEHIS paHee Nomy4eHHoro Tpaduka. 3To nossonseT
WT-nepcoHany nerko NoBbICUTL YPOBEHb 3aLLUThI, U3MEHUB NapaMeTPbl KOMNNEKTa LMGPOB B Crydae
MOAABNEHMS HOBLIX PeKOMeHaaLni no 6e30MacHOCTI UK B CMyYae U3MEHEHUs MONUTIK Ge30MacHoCTY
opraHu3aLym, Hanpumep Npu NpekpaLLeHn neonb3oBaHus npoTokona SHA-1.

CNOKOWHASA U BECNEPEBEOMHAS PABOTA
NOJNIb30BATENEN

YTobbl 3aLLMTUTL AaHHbIE OpraH13aLn, HEAOCTaTOYHO YCTaHOBUTL OAMH driaxok. Caenas 3awwuTy
[aHHbIX HEOTBEMIIEMOI YaCTbI0 BaLLEN KOPNOPATUBHOM KyNbTYpbI, Bbl MOBBICKTE €€ 3HAYMMOCTb.
3apava 3awuTbl AaHHbIX M NPeJoTBPaLLEHNs HapyLUEHWI 6e30MacHOCTI CTAaHOBUTCS BaKHEMLLE
HeobXoaNMOCTbIO MO Mepe pa3BuTus VIHTEpHETa BELLeN, C pacnpocTpaHeHneM koHuenuuy "MpuHecute
CBOE YCTPOWCTBO", B3PbIBHbIM POCTOM 06beMa AaHHbIX, Hannynem BpegoHocHoro MO

11 UCMOIb30BaHNEM BHELLHMX YCTPOWCTB.

KpaliHe HeraTuBHble nocneacTBUs HapyLeHus BesonacHoCTh genaloT obecneyeHne be3onacHoCTH
¥ 3aLLUMTY JaHHbIX BaXXHEALWMMM 3agadamu Ans opraHusaumi. Pewwenne YSoft SafeQ cywectBeHHo
CHKaeT pucku Be3onacHoCTy, Tak kak coueTaeT 6e30nacHoCTb nevartu, 6e3onacHOCTb AOKYMEHTOB
1 KOHTPOSb JOCTYNA K ycTpoicTBaM. K nonb3oBaTtensM He NpeLbsBAseTcs HuKkakux TpeboBaHui;
1M JOCTaTOYHO NPOWTI NPOBEPKY NOANMHHOCTM Ha MOY. Mcnonb3oBaHue npo3payHoro
WHAPACTPYKTYPHOrO NpoLiecca Takke 03Ha4aeT, YTO NOMb30BaTENN He 3aMETAT HUKAKWUX U3MEHEHMI
B CKOPOCTM paboTbl, HanpuMep Npy UCNONb30BaHUN UHTEPHET-OaHKNHTa.
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3ANABAEMBIE BOMPOChI

ne pa3meLyaloTcs faHHbIe Npy 06paboTKe 3aaaHMiA NeyvaTi, CKaHUPOBaHUA U KONMMPOBAHUA?

¢ 3apaHus Ha neyaTb — MpU UCMONb30BaHWK Print Roaming AaHHble pa3mMeLLaoTcs Ha YpPOBHSIX
Client Services 1 Management Server pewenus YSoft SafeQ. MNpu ncnons3osanum Print Roaming
Ha CTOPOHE KNWEHTa 3afjaHne Ha nevatb HaxoauTCs Ha paboyen CTaHUWKM KIWeHTa, a Ha YpoBEHb
Client Services yepes yposeHb Management Server pewenus YSoft SafeQ nepeaatotcs Tonbko
MeTafaHHble 3aaHus Ha neyatb.

¢+ CkaHMpOBaHWe Ha NEeKTPOHHYHO NOYTY, CKaHUPOBaHWe B (hannioByto cucTemMy
1 aBTOMaTM3NPOBaHHbIE paboyne NpoLecchbl CKAHUPOBAHNA — [aHHbIE BPEMEHHO
pa3MeLLatoTCs Ha xecTkom aucke MOY n yganstoTcs nocre 3aBepLueHus 3aganus. Mpu
CKaHMPOBAHWM Ha SMEKTPOHHYIO MOYTY 3NEKTPOHHOE nucbMo oT MOY Ha pabouyio cTaHuumio
KNneHTa MOXeET BbITb NepefaHo Mo 3aluLLeHHOMY COeANHEHN. YToObI JOMONHNTENBHO NOBBICUTL
Be3onacHOCTb MyTeM KOMMMEKCHOrO LWMPOBaHKS, UCNOMNb3y0TCA 3allndpoBaHHble PDF-darinbl.
Mpu Mcnonb3oBaHUM aBTOMATM3MPOBAHHBIX PaboymMX MPOLIECCOB CKaHMPOBAHWS LNPOBbIE CKaH-
KOMWK OTNPaBMAKTCA B 3apaHee 3afaHHOe PacronoXeHUe Nno 3aLMLLEHHOMY COEANHEHMIO.

o Konun — BPEMEHHO XPaHATCA Ha XECTKOM AnNCKe M®Y u yOoanawTca nocne 3aBepLlueHnd 3afaHna.

MoxeTe nv Bbl NPeaOCTaBUTL AOKa3aTeNbCTBA YHUUTOXEHUS JaHHbIX Ha XeCTKoM aucke MOY?
Bce BpeMeHHble AaHHble, KOTOPbIE XPaHATCS BO BPEMS CKAHMPOBaHWA, yOansioTcs cpady e nocne ero
3aBepLueHus. Y noctasLuuka yenyr MOY u'y opraHusaummu BormkHbI ObITb PeAyCMOTPEHbI MPOLIECCHI ANst
3aLUMTBI KECTKOrO Ancka MA®Y Bo Bpems MCnonb3oBaHus, 00CnyX1BaHWs 1 BbIBOAA U3 SKCnyaTaLum,
KoTopble Obl NOAPa3yMeBanit YHUYTOXEHUE LaHHbIX Ha XeCTKOM Aaucke. Mpu 3TOM creflyeT OTMETUTS,
4T0 XecTknin anck MOY He BxoauT B cchepy oTBeTcTBeHHOCTH Y Soft SafeQ.

MoxeTe nu Bbl 06ecneynTb COBMECTUMOCTbL C CUCTEMaMM NNaTeXHbIX WH30B?

YSoft SafeQ He 0BMeHMBaEeTCS AaHHBIMM C CUCTEMAMI MNATEXHBIX LLM030B. B cnyyae moayns
BbICTABMEHNS c4eTOB M Moayns onnathl YSoft SafeQ B pewwenne YSoft SafeQ nepenaetcs Tonbko
WHEOpMaLMs 0 COBEPLLEHWM NiaTexa u pasmepe nnatexa oT 6aHKOBCKOro yupexaeHus.

MoxHo nn 6e3onacHO UHTErpuUpOBaTh BaluM AaHHbIE OTYETOB Ha Haw Beb-nopTan?

3awwuta Be6-nopTanos 06bI4HO OCYLIECTBASETCS C MOMOLLBIO MOAMMCAHHBIX CEPTU(NKATOB,
npepocTaensembix YSoft SafeQ. [aHHble 13 otyeToB YSoft SafeQ MoxHO MHTerpuposaTh Ha BeD-
nopTan Ans 0TobpaxeHuns 4aHHbIX O NeYaTy, KONMPOBAHWM U CKaHUPOBaHUMU.

Kak moxHo 3awmchpoBaTh AaHHbIE HA NPOTSKEHUU BCErO UX XKU3HEHHOTO LMKna?

B YSoft SafeQ npu ncnonb3osanum knueHTa ¢ Byepusaumen, npotokona wudposanus IPP no TLS,
MPOBEPKY MOAMMHHOCTM W B Cryyae obecneyeHmns LENOCTHOCTM AaHHbIX, NepefaBaemMbix Ha MY,
AaHHble OyayT nepegaBaThes 3a Npeaensl paboyer CTaHLMM TOMbKO NPy OTMPABKE 3afaHns Ha nevatb.
[ns cepBepHoi dyHkumm Print Roaming Taicke BO3MOXHa OTNpaBKa AaHHbIX ¢ paboyen CTaHLum

Ha cepaep YSoft SafeQ yepes 3awwmiieHHbI kaHan HTTPS. 310 Takke 0THOCUTCS K nepeaaye AaHHbIX
neyaTu MeXay cepBepamu Ans BapuaHTa yaaneHHoro pacnonoxeHus. [ns 3awmtbl AaHHbIX nevatu,
Korfa OHW HaXoAsATCS Ha Cepeepe, MOXET ObITb CNONb30BaHa CTaHAapTHas LWMdpoBaHHas arinosas
cuctema Maiikpocodt (EFS).
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MoxeT i1 MOsi OpraHu3aLus NPOCMOTPETb JOKYMEHTbI, KOTOPbIe ObIIM HaneyaTaHbI
COTPYAHUKaMU?

[Mpu ncnonb3oBaHUK yHKUMK Print Roaming agMuHMCTpaTop, y KOTOpOro ecTb JOCTYN K (haitnoBoil
CUCTEME, MOXKET NPOCMATPUBATL NOTOKM NEYATH BCEX 3afaHuil, KOTOpble XPaHSTCS Ha ypOBHE
Management YSoft SafeQ (3agaHus, oxumparoLie neyaT; pacneyataHHble 3afaHns; 3afaHns,
pobaeneHHble B n3bpaHHoe). OpHako B YSoft SafeQ MoxHO HacTpouTb aBTOMaTUYeCKoe yaaneHue
3agaHuii nocne nevatu. Ecnin pewwenne YSoft SafeQ 3anyLyeHo 0T MMEHM y4ETHOM 3anncy IMEHOBaHHOM
cnyxBbl 1 ncnonb3yeT WdpoBaHHyLo arnosyto cuctemy MaikpocodT (EFS), agmuHncTpaTopy
HeobxoAMM naporb y4eTHON 3anuck cnyxObl Ans npocMoTpa 3aaaHus. J1obble AecTBUS C y4eTHON
3anucbio IMeHoBaHHOM CRyxObl 3anucbiBatoTcs B xypHansl ayauta Windows. Kpome Toro, B EFS
WCMoNb3yeTcs pa3feneHne NoMHOMOUMIA: HanpyUMep, CYLLECTBYIOT aAMUHUCTPATOPbI NPEANpPUATUS,
KOTOpble MOTYT YNPaBNsiTh CepBepamMm U NPUIMOXEHWUSIMU W HE UMEIOT JOCTyNa K JaHHbIM 3aAaHui Ha
neyatb, W gpyrie agMUHUCTPATOPbI NPeanpUsTUS, Y KOTOPbIX ECTb pa3peLleHne Ha JOCTYN K AaHHbIM
B 33JaHusIX Ha nevartb.

Mpw ncnonb3osaHum Print Roaming Ha cTopoHe kneHTa 06pabaTbiBalOTCs TONbKO MeTaaaHHbIe
3a0aHu1s Ha neyatb. [lNs NpocMoTpa Camoro 3aaaHus Ha nedatb noTpedyeTcs 4oCTyn k paGoyei
CTaHLWK.

MoryT nv nonb3oBaTeny NPoCMaTpMBaTh AOKYMEHTbI, HaneyaTaHHbIe APYrMMU NONb30BaTeNAMU?
Her.

Kak pewenue YSoft SafeQ nomoraet opraHusauusam codniogatb Tpe6oBaHus pernameHta GDPR?
OsHakombTeCh C NoapoBbHbIMM CBeAEHUSMI B CTaTbe PykoBoacTBO no obecneyenunto Tpebosanmin GDPR

ang YSoft SafeQ 6.

Kopotko: YSoft SafeQ nossonset agMuHicTpaTopam peanua3oBath Npasa nuL Ha AOCTYN K AaHHbIM,
XPaHSALLMMCS B OpraHuaaLuumm (Npaeo Hag LOCTYM), Ha M3MEHEHNE AaHHbIX (MPaBo Ha UCMPaBNEHME),
Ha 3anpeT 06paboTku AaHHbIX (MPaBO Ha orpaHnyeHne 06paboTku) 1 Ha yaaneHue AaHHbIX (MpaBo Ha
MOSHOE YHUYTOXEHME).

MoxHO nn yaanuTb NUYHbIe AaHHbIe Nonb3oBaTtens u3 cuctemsl YSoft SafeQ, Ho npogonxatb
YYUTbIBATb 3TOrO NONIb30BATENA aHOHUMHO NP CO34aHUU OTHETOB?

[Ja. Mpu nonyyeHuw 3anpoca Ha yaaneHve AaHHble nonb3oBatens 6yayT yaaneHs! 13 cuctemsl Y Soft
SafeQ, npu 3TOM AaHHbIe 0 nevaTn ByAyT CoXpaHeHbl ANs CO3aaHns 0TYETOB. B oTyeTe BMECTO
yAarneHHoro nonb3osatens bynet otobpaxaTbCs NyCToN NOMnb3oBaTENb.

YSOFT SAFEQ  3ALLMTA KOPMOPATUBHOW PABOYEN CPEALI | 10

WWW.YSOFT.COM


https://www.ysoft.com/en/landing-pages/download-the-gdpr-compliance-guide-for-ysoft-safeq
https://www.ysoft.com/en/landing-pages/download-the-gdpr-compliance-guide-for-ysoft-safeq
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